The time-delay (TD) signature of the chaotic signal is an essential factor for eavedroppers and attackers to reconstruct the secure communication system. Based on three-cascaded vertical-cavity surface-emitting lasers (VCSELs) for TD signature suppression, we propose a novel long-distance secure communication system. We analyze the influence of the feedback time (i.e., the TD signature) on the security of the proposed system, and suppress the TD signatures of the outputs of the VCSELs under proper parameters. Based on chaos synchronization with TD signature suppression, we exploit the chaos masking encryption scheme for long-distance chaos secure communication. When four 10 Gbit/s messages transmit in 20 km single-mode fiber channel or 132 km SMF channel with dispersion compensating fiber, all bit error rates (BERs) keep smaller than 10 −9 , and Q-factors are larger than 6, which illustrates that the proposed system effectively realizes long-distance chaos secure communication.
Introduction
Conventional electrical chaos synchronization studied in 1990 [1] caused a tremendous sensation and made people realize more availabilities of chaos on secure communication. Compared with electrical chaos, optical chaos generated by lasers has more advantages for secure communication, such as great bandwidth, high complexity, and good compatibility with optical communication systems [2] - [5] , and it has broad applications in optical chaos encryption and decryption communication, high-speed random number generators, optical time-domain reflectometry, reservoir computing, chaotic radar, and long-distance secure communication [2] - [8] . In addition, semiconductor lasers are usually used to generate chaotic signals in the chaos secure communication, among them, edge-emitting lasers (EELs) and vertical-cavity surface-emitting lasers (VCSELs) are two different kinds of semiconductor lasers. Compared with EELs, VCSELs have excellent features such as single longitudinal-mode operation, low threshold current, small divergence angle, high efficiency, low power consumption, easy integration with other optical elements [13] - [17] , and outputting two chaotic orthogonal polarized lights, namely x polarization component (x-PC) and y polarization component (y-PC) [18] - [22] . Researchers have paid attention to nonlinear dynamic behavior of VCSELs [19] - [22] , chaos synchronization performance, undirectional and bidirectional secure communication, long-distance communication [2] , [9] - [12] , and so on. Actually, chaos secure communications based on VCSELs have abstracted considerable attention. People proposed many secure communication systems with different structures, and achieved long-distance communications [9] - [11] . However, in these communication systems, the time-delay (TD) signature of the chaotic signal can exist due to optical roundtrip in the external cavity, and it can provide attackers with an available clue to reconstruct the chaos communication system [23] , [24] - [26] . Furthermore, there are some time series analysis techniques for breaking TD signature, for example, self-correlation function (SF), mutual information, filling factor analysis and local linear models [27] - [29] . In this case, the TD signature suppression is important to protect long-distance secure communication systems against attackers. Now, people have studied many means and structures to suppress the TD signature of chaotic signal [23] , [30] , [31] . Nevertheless, long-distance chaos secure communication research using TD signature suppression are still little but essential.
To our knowledge, we first propose a novel chaos secure communication system using optical chaos with TD signature suppression. We investigate theoretically the influence of the TD signature on the security of the proposed system. Then we discuss the TD signature suppression of VCSELs, and analyze chaos synchronization between two receiver VCSELs (R-VCSEL1 and R-VCSEL2). Simultaneously, we examine the robustness of the synchronization performances to some mismatched parameters. Finally, the communication quality of the proposed system is simulated and analyzed.
System Model and Methods
The structure diagrams of the new proposed communication system are illustrated in Fig. 1 . As can be seen from the diagrams, this system consists of a driving module (i.e., the three-cascaded VCSELs), two R-VCSELs, and other optical devices. In the driving module, the output of M-VCSEL is unidirectionally injected into an intermediate VCSEL (I-VCSEL), and the output of the I-VCSEL is unidirectionally injected into a slave VCSEL (S-VCSEL) to generate chaotic outputs used to communicate, where the unidirectional injections are controlled by optical isolators (OI) and the injection strengths are adjusted by neutral density filters (NDF). In addition, eavesdropper module is used to reconstruct the proposed system and analyze its security. As shown in Eavesdropper, a NDF and an eavesdropping VCSEL (E-VCSEL) are added to the system, and the parameters of E-VCSEL are identical as M-VCSEL's except feedback length that actually is the feedback time of M-VCSEL (i.e., TD).
A TD signature-suppressed chaotic signal, generated by the driving module under proper parameters, is unidirectionally injected into two R-VCSELs after passing through a NDF and an OI. The parameters of R-VCSEL1 and R-VCSEL2 are completely the same, which can make sure that the high-quality synchronization between them can be achieved. Based on the high-quality chaos synchronization, R-VCSEL1 and R-VCSEL2 can realize the communication. Fig. 1(b) displays modulation/demodulation modules (M/D1 and M/D2) in the communication. The procedures of M/D1 and M/D2 employ the chaos masking (CM) encryption scheme [32] . As M/D1 displays, the output of R-VCSEL1 is divided into two parts (x-PC and y-PC) by a polarization beam splitter (PBS). One part (x-PC) is equally separated into two outputs by a beam splitter (BS) through an OI, aiming at encrypting Message3 and decrypting Message1. In encryption process, Message3 is mixed with the chaotic output from R-VCSEL1, then it arrives at M/D2 to wait for decryption. In decryption process, the chaotic output of R-VCSEL1 through a BS is subtracted from the chaotic signal with Message1 from R-VCSEL2 after passing an optical circulator (OC), hence obtaining Message1 (i.e., m1). Moreover, the other part (y-PC) has similar procedure with x-PC when it encrypts Messge2 and decrypts Message4. The configurations of M/D1 and M/D2 are symmetrical, and therefore, M/D2 is applied to encrypt Message1 (Message4) and decrypt Message2 (Message3), shown as M/D2 of Fig. 1(b) . In other words, the four messages encrypted and decrypted are Message1, Message3 upon the x-PC and Message2, Message4 upon the y-PC, respectively. Therefore, the long-distance dual-channel bidirectional chaos secure communication system is successfully established.
Based on the spin-flip model (SFM) [33] - [35] , the rate equations for all the VCSELs can be indicated as
where the superscripts M, I, S, 1, and 2 represent M-VCSEL, I-VCSEL, S-VCSEL, and R-VCSEL1, 2, and the subscripts x and y stand for x-PC and y-PC. E is the slowly varying complex amplitude of the field, N is the total carrier inversion between the conduction and valence bands, n accounts for the difference between carrier inversions for the spin-up and spin-down radiation channels, k is the delay rate of field, α is the line-width enhancement factor, γ s is the spin-flip rate, γ a and γ p are the linear anisotropies representing dichroism and birefringence, γ n is the decay rate of total carrier population, and μ is the normalized injection current, respectively. δ is the feedback strength of M-VCSEL by a mirror; η 1 and η 2 are the unidirectional injection strengths from M-VCSEL to I-VCSEL and from I-VCSEL to S-VCSEL; η 3 is the unidirectional injection strength from S-VCSEL to R-VCSEL1, 2; τ f is the feedback time of M-VCSEL by a mirror; τ c is the injection time from M-VCSEL to I-VCSEL and from I-VCSEL to S-VCSEL; τ 1,2 is the injection time from S-VCSEL to R-VCSEL1, 2; f is the central frequency of all VCSELs; f 1 ( f 2 ) is the frequency detuning between M-VCSEL (I-VCSEL) and I-VCSEL (S-VCSEL); f 3 is the frequency detuning between S-VCSEL and R-VCSEL1, 2; and the spontaneous emission noises are modeled by Langevin sources [36] :
where ξ 1 and ξ 2 are independent Gaussian white noise with zero mean and unitary variance, and β sp is the spontaneous emission rate.
The chaos synchronization quality between two R-VCSELs is described by the shifted correlation coefficient
where i represents x-PC or y-PC, the bracket <> denotes the temporal average, I = |E| 2 is the output intensity of the VCSELs, and t ࢠ (−10 ns,10 ns) is the time shift. The value of |C| is varying from 0 to 1, and the larger the value of |C| is, the better the synchronization quality is.
The communication quality of the system is evaluated by Q-factor and bit error rate [9]
where subscripts 1 and 0 correspond to bit 1 and bit 0, P i is the power, and σ is the corresponding standard deviation. The larger Q-factor is and the smaller BER is, the better the communication quality is.
Numerical Simulation and Discussion
The rate equations (1)- (6) can be numerically solved by fourth-order Runge-Kutta algorithm. In the following simulations, the internal parameters of all the VCSELs are showed in Table 1 [9], [37] .
Influence and Suppression of the TD Signature of VCSELs
From Kerckhoffs' principle, a cryptosystem is still secure as long as the key does not leak, even if the structure of the cryptosystem is known by an eavesdropper/attacker [25] , [26] . Here, we take the feedback time (i.e., the delay time) of M-VCSEL by a mirror as a key and investigate the influence of the TD signature on the security of the proposed system. The eavesdropper of Fig. 1(a) is the structure diagram of eavesdropping module. During following analysis, the feedback time (i.e., the TD signature) of M-VCSEL by a mirror is set to 4 ns, and at the same time, the parameters of E-VCSEL are the same as M-VCSEL's, except for the feedback time (i.e., the TD signature), and the data length used to calculate self-correlation and cross-correlation is 4 × 10 5 . Fig. 2 illustrates time series of M-VCSEL and E-VCSEL and cross-correlation for x-PC (the first row) and y-PC (the second row) when the feedback time of E-VCSEL is set to 3.9 ns, 4 ns and 4.1 ns. It is comparatively obvious that cross-correlation coefficients between M-VCSELs and E-VCSEL are nearly 1 at t = 0 ns when they have same feedback time 4 ns, but cross-correlation coefficients are almost close to 0 when the feedback time of E-VCSEL has a little difference from M-VCSEL's, for example, 0.1 ns, which states that the feedback time of M-VCSEL (i.e., the TD signature) can be taken as a key to prevent an eavesdropper from reconstructing M-VCSEL of the system.
In a word, eavesdropper can crack and attack M-VCSEL only if the feedback time of eavesdropper is the same as M-VCSEL's, and suppressing the TD signature of M-VCSEL can improve the security of the proposed system. Therefore, it is important and necessary to eliminate or suppress the feedback time (i.e., the TD signature) in chaos synchronization and communication. Present research has proved that the TD signature of the VCSELs can be suppressed under some proper parameters [23] , [28] , [29] . We take a three-cascaded VCSELs subsystem as a driving module to achieve the TD signature suppressions of R-VCSEL1 and R-VCSEL2. Now, we investigate the TD signature suppression of VCSELs under some parameters. Fig. 3 shows the time series and self-correlation coefficiensts of the outputs of the driving module (i.e., M-VCSEL, I-VCSEL, and S-VCSEL) under some parameters. It can be seen that M-VCSEL, I-VCSEL, and S-VCSEL are in chaotic states, simultaneously, there are no apparent sub-peaks at t = 4 ns for self-correlation functions (second and fourth column), SF curves appear quite smooth for both two modes (x-PC and y-PC), and the maximum suppression ratio is almost 92%, stating that all the TD signatures of I-VCSEL and S-VCSEL are greatly eliminated when the parameters are chosen as: δ = 30 ns −1 , η 1 = 10 ns −1 , η 2 = 10 ns −1 , and τ f = τ c = 4 ns. Meanwhile, based on the TD suppressed input from S-VCSEL, the simulation results are carried out to verify the TD signature suppression of two R-VCSELs. Fig. 4 are time series, RF spectra, phase portraits and self-correlation coefficients of the outputs of R-VCSEL1 and R-VCSEL2, it shows that the outputs of R-VCSEL1 and R-VCSEL2 are in chaotic states, and they have high bandwidth, what's more, SF curves of R-VCSEL1 and R-VCSEL2 have no obvious peaks except in t = 0 ns for x-PC and y-PC, which indicates the TD signatures of two R-VCSELs are suppressed to some extent, which can enhance the security of the chaos communication system. Next, based on the TD signature suppression of VCSEL, we theoretically discuss the chaos synchronization and longdistance secure communication.
Long-Distance Secure Communication Based on Chaos Synchronization with Time-Delay Suppression
Chaos synchronization is a key factor for bidirectional long-distance chaos secure communication, hence high-quality synchronization is an important and imperative condition. Fig. 5 displays the cross-correlation function between S-VCSEL and R-VCSEL1, 2. As is shown in Fig. 5 , the crosscorrelation coefficients |C max | between S-VCSEL and R-VCSEL1, 2 are almost 0 at t = 0 ns in both x-PC and y-PC, which illustrates that the synchronization quality between them is rather poor and can improve the communication security of the system. In addition, Fig. 6 displays the cross-correlation function between R-VCSEL1 and R-VCSEL2, it can be seen that the crosscorrelation coefficients |C max | between R-VCSEL1 and R-VCSEL2 are approximately 1, fully proving that the high-quality synchronization is achieved. Thus, R-VCSEL1, 2 can realize bidirectional communication.
Actually, all the parameters of R-VCSEL1 and R-VCSEL2 are completely same in the simulation, however, it is difficult to find two identical R-VCSELs in fact. Therefore, it is necessary to discuss the effect of mismatched internal parameters of two R-VCSELs on synchronization performance. We choose α, γ s , γ a , γ n as variables to analyze their influences. We define the mismatched parameters as Fig. 7 displays the change of the maximum cross-correlation coefficients |C max | with the mismatched parameters ranging from −5% to 5%. It can be seen that the cross-correlation coefficients are almost more than 0.95, which proves that the proposed system has good robustness of the synchronization characteristics to the mismatched parameters between R-VCSEL1 and VCSEL2.
In addition, based on high-quality chaos synchronization with the TD signature suppression, we discuss the communication performances of the system under the chaos masking (CM) scheme, all the modulation depths are set as 5%, the transmission rates are 10 Gb/s, and the parameters of single-mode fiber (SMF) are shown in Table 2 . Fig. 8 is original message, recovered message and eye diagrams of decoded message for four 10 Gbit/s messages over 20 km SMF, respectively. We find that the four messages masked in the chaotic signal are recovered very well, and clear wide-open eye diagrams also illustrate that the proposed system can effectively achieve chaos secure communications for a short distance.
As we all know, the chromatic dispersion of fiber harms the communication quality and distance to some extent. Hence, in order to achieve a longer communication distance, we apply a dispersion compensating fiber (DCF) in the communication between R-VCSEL1 and R-VCSEL2, and study bit error rates (BERs) and the Q-factors of the chaos communication. In addition, the parameters of DCF are shown in Table 2 . Fig. 9 shows, respectively, the BERs and Q-factors of four 10 Gbit/s messages for 132 km SMF with DCF. As the diagrams show, BERs keep smaller than 10 −9 , and Q-factors are larger than 6, which also illustrates the communication quality between VCSEL1 and R-VCSEL2 for a long distance is pretty good. Furthermore, in Fig. 10 , we explore original message, recovered message and eye diagrams of decoded message for four 10 Gbit/s messages over 132 km SMF with DCF. From the diagrams, we can find similarly that the four masked messages are decrypted ideally and eye diagrams are rather clear after passing long-distance fibers. As a result, the proposed system can achieve high-quality bidirectional chaos secure communications for a long distance. 
Conclusion
In summary, based on chaos synchronization with the TD signature suppression, we propose a novel long-distance secure communication system. In our system, we study the influence of the feedback time (i.e., time-delay signature) of VCSEL on the security of the proposed system, and the simulation results reveal that when the feedback time of an attacker (E-VCSEL) is unknown or different from M-VCSEL', E-VCSEL cannot synchronize with M-VCSEL and attack the proposed system. Therefore, suppressing the TD signature is essential for the security of the proposed system. Under some proper parameters, there are no apparent sub-peaks, except t = 0 ns for self-correlation functions of chaotic signal and SF curves appear quite smooth for both two modes (x-PC and y-PC), hence the TD signatures of outputs of the VCSELs are suppressed. By adjusting the injection strengths and other variables, the cross-correlation coefficients |C max | between R-VCSEL1 and R-VCSEL2 are approximately 1, fully proving that the high-quality synchronization is achieved. At the same time, when the mismatched parameters range from −5% to 5%, the crosscorrelation coefficients are almost more than 0.95, and therefore, the proposed system has good robustness of the synchronization performances to some mismatched parameters. Based on good synchronization performances with the TD signature suppression, when four 10 Gbit/s messages are transmitted over 20 km SMF or 132 km SMF with DCF, all BERs keep smaller than 10 −9 and Q-factors are larger than 6, which indicates that the proposed system achieves long-distance chaos secure communication successfully. We also hope the research of the proposed communication system will be meaningful and useful for future researches and applications to optical chaos secure communication.
